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IW at the Three Levels of Warfare

Strategic (national resources)

» Strategic information warfare waged independently
could cause an adversary to lose faith in his own data
management systems, greatly increasing confusion
and difficulty of controlling assets

Operational (campaigns)

* Onan operational level, interference with enemy
data management systems could create damaging
time delays in the enemy's ability to make and
implement decisions

Tactical (battles)

* On the tactical level, IW would be able to compliment
the use of other systems to reduce danger to friendly

forces and increase chances for success

Institutional Level of War
The Level of War at which a nation’s
military services develop material
and non-material capabilities, to
include technology and people to
execute the tactical, operational, and
strategic level of warfare

Levels of Warfare

Grand
Strategic

Policy

Strategic Level of War
The Level of War at which a nation, often as a
member or a group of nations, determines
national or multinational (alliance or coalition)
strategic security objectives and guidance, then
develops and uses national resources to achieve
those objectives

€= (Combatant Commands

Operational Level of War
The Level of War at which campaigns and major
operations are planned, conducted, and sustained
to achieve strategic objectives within theaters or
other operational areas

Operational

Institutional

Tactical Level of War
The Level of War at which battles and
engagements are planned and executed to achieve
military objectives assigned to tactical units or task
forces

Individuals and Equipment




Lexicon Excerpt

* Disinformation
* Misinformation
* Fake News

* Propaganda

FALSENESS

Misinformation

Unintentional mistakes
such as innaccurate
photo captions, dates,

statistics, translations, or
when satire is taken
seriously.

Disinformation

Fabricated or deliberately
manipulated audio/visual
content. Intentionally
created conspiracy theo-
ries or rumours.

TYPES OF INFORMATION DISORDER

INTENT TO HARM

Malinformation

Deliberate publication of
private information for
personal or corporate
rather than public inter-
est, such as revenge porn.
Deliberate change of
context, date or time of
genuine content.




Russian Information Warfare - Tools

* Propaganda, Disinformation, Fake News
 State Media — RT, Sputnik, RIA Novosti

* Russian Troll Farm

* Russian Proxy Sites

e Useful Idiots, Faux Experts

* GRU units 26165 and 74455

* Information Spetsnaz

Russian Information Warfare is usually unethical, immoral, and only sometimes illegal.



Russian IW vs The West

— News Media
Propaganda, Disinformation, Fake News

State Media — RT, Sputnik, RIA Novosti GEC, USAGM (fmr BBG)

Russian Troll Farm
Russian Proxy Sites

Useful Idiots, Faux Experts Diplomats, Politicians
GRU units 26165 and 74455 Cyber Command, NSA

Information Spetsnaz Cyber Command

suazil) SN

Not a One on One Conflict. This is asymmetric warfare on a
grand scale using common tools in unexpected ways



Propaganda

Propaganda is a core component of PSYOP
* Propaganda is the hammer to PSYOP’s carpentry
Propaganda information

* is not objective

* is used primarily to influence an audience and further

an agenda
» often presents facts selectively
* encourages a particular synthesis or perception

* uses loaded language to produce an emotional rather

than a rational response

The press should be not only a collective
propagandist and a collective agitator, but also
a collective organizer of the masses.

(Vladimir Lenin)

izquotes.com

I shall give a propagandist reason for
starting the war, no matter whether it is
plausible or not. The victor will not be
asked afterwards whether he told the
truth or not. When starting and waging
war it is not right that matters, but
victory.

— /?de/é' Hitler, —

AZ QUOTES

to narrow the range of thought? In the end we
. shall make thoughtcrime literally impossible,
I because there will be no words in which to express
it.

(George Orwell)

izquotes.com




Propaganda

* Propaganda can be generated and disseminated

by

Governments
Political parties
Activist groups
Commercial firms
The news media

* Propaganda

Comes from the Latin verb “propagare”, to
“propagate”, or spread

Heavily used by mass political movements in
the early 20t century

Was a neutral term until the mid-20th
century, when it became pejorative

Draws on social psychology and the art of
persuasion
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Propaganda doels) B

Principles of Propaganda Propaganda media
* Appeal to emotion, rather than logic * Paintings WHAT ODONE TODAY
* Cast the appeal as “we” versus * Posters Ka) ‘ *
“them” * Cartoons
* Target groups on an individual level « Pamphlets
* Emphasis on the appeal, not message e Films
sponsor e Radio shows Dr. Seuss drew propaganda cartoons to

support the war effort in World War Il

TV shows and commercials



White, Gray, and Black Propaganda

White propaganda Black propaganda
* Correctly attributes information to the sponsor * Information is falsely attributed, usually to a hostile source
* Example: Voice of America, Radio Free Europe * Subversive and provocative; meant to cause embarrassment or trigger
. ) ) ) a reaction
* Information provided is truthful, BUT may not necessarily tell the
entire story * Examples: Forged documents, false stories planted in social media
Gray propaganda Propaganda of the deed
* Not attributed to the actual sponsor (which is deliberately concealed) * Actions undertaken in large measure to achieve a psychological effect

on target audience(s)

* Information is attributed to an ostensible source deemed more

credible to the target

*  Examples:
* Articles in a newspaper written by an unnamed source

* Ideas disseminated by other governments, news media outlets,

private groups, institutions, or individuals

1942 Doolittle raid on Tokyo

2011 Raid to kill Osama bin Laden

Humanitarian assistance/disaster relief after a catastrophe
Economic aid

Cultural exchanges
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Russian IW theorist Igor Panarin’s theory
of information warfare refers to attempts
to influence public opinion “in order to
gain certain political benefits.”

That influence can “be achieved by
information manipulation, disinformation,
fabrication of information, lobbying,
blackmail,” all with the aim of changing
the “decision-making processes of the
adversary.”

As Panarin put it, the aims of that military
strategy include “a significant alteration of
the direction of its internal or foreign
policy” and “a replacement of the state’s
leadership” with a regime loyal to Russia.

@he Washington Post
Democracy Dies in Darkness

DemocracyPost « Opinion

Stop calling it ‘meddling.’ It’s actually
information warfare.

By Brian Klaas &= Email the author

'nion_u'f;_lj‘utin wanted a U.S. idef‘o do his bidding, it would look exactly like this

’

President Trump's news conference with Russian President Vladimir Putin was a disastrous capitulation, says Democracy Post editor Christian Caryl.



GRU units 26165 and 74455*

* Hacked email accounts * Used online clandestine tradecraft
* Hacked into computer networks to obfuscate links to Russia

. * Sent spearphishing emails to
Lllgglljarg’éenq[smalware and stole members of the Clinton campaign

» Used fake personas to release * Used a keylogger to capture
thousandspof stolen files keystrokes of DCCC employees

» Set up clandestine infrastructure to  ° Clandestinely exfiltrated stolen files
conduct their cyber operations from. penetrat.ed .networks

* Misattributed the source of stolen  ° Egggffr}]egd?gtl-ﬂmton content on
documents provided to Wikileaks

and released through other
channels

*Per the 31 JUL 2018 Netyksho et al indictment



VERERIGE

“The Russian operation that targeted our democratic
institutions, and which continues to this day, is
fundamentally different from Cold War schemes. Its
main thrust isn’t data collection, but rather an influence
campaign—called Active Measures in intelligence
parlance—designed to change people’s behavior, and
ultimately to sow discord and push divisions inside the
United States. This can take the form of spreading fake
news over Facebook to sway voters, as we saw during
the 2016 election. It also involves manipulating U.S.
political officials, influencers and decision-makers to
push a more Russia-friendly political agenda. That’s
what Butina was attempting.”



Russian IW — 2014 - 2016

* “Firehose of Falsehoods”, Dr. Christopher Paul.
» Cacaphony of bellicose, vicious, divisive clutter e ——
* Truth was fleeting S
* Facebook, Twitter, social media overwhelmed

* Existing societal divides exploited
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e Few trusted sources in Crimea, Donbas, Russia

* Press not trusted



Russian IW — 2016 - 2018

e Whack-a-mole social media
e Ads scrubbed

* Facebook, Twitter scrub fake identities
* Fake accounts continue, sanitized
 Efforts at hiding improved

* Verification / corroboration possible

 Blind forwarding continues >
GET READY TO SECEDE!

Get Ready to Secede!
Sat 1 PM CDT - Texas
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* Interested

November 2018

* Strategic pause
* Fewer fake articles, less troll presence, less volume, softer language
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Government Counter Foreign Disinformation
* GEC focused on ISIS

* RFE/RL out of hide Russian effort — Current Time BL/_Z"L}\):;‘ '_

~ US Advisory Commission for Public Diplomacy

Government aCrodLliee

BPEMH

* No education on disinformation or cyber

* Rogue sites continue on .com and .us PSR,



S Private Counter Disinformation Efforts

G | M | )3l alliance for securing democracy
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e German Marshall Fund r - [ 'Y ,vayv!y
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° HAMILTONGS | TRACKING RUSSIAN INFLUENCE OPERATIONS ON TWITTER QUESTIONS? CLICK HERE
° amiliton @ it
Top Themes . Top Tweets of the Last 24 Hours

Update

[ Twitter user avatar @
PLEASE READ OUR 'HOW TO INTERPRET THE DASHBOARD" PAPER BEFORE CITING OR REPORTING ON HAMILTON October 31, 1155 PM
& tth 8-dashb

WATCH: ‘#Halloween is canceled Creative girl gets ahead in trick-or-treating hitps:/.colJUu34Ddnpv
#TrickOrTreat https:/it.co/0qZ40yG9zz

Fouowmg the discovery of a series of pipebombs sent to promment Democrats and ciiics of Donald Tmmp Kremlin-oriented
accounts seized on baseless conspiracy theories to decry the acts of domestic terrorism as a false flag operation carried out by
Democrats. Focus on this fringe conspiracy theory propelled hashtags such as “falseflag,” “fakebombgate,” and “magabomber”
into the top and trending lists on the dashboard. Pro-Kremlin accounts also amplified articles asserting that George Soros
organized a migrant caravan approaching the souther U.S. border.

SCBASK e NEXT >
L] L] L]
Content Tweeted by Bots and Trolls Last Updated November 1, 8:49 AM
I I I V e r S I I e S Activity from 600 monitored Twitter accounts linked to Russian influence operations

How to Read This Dashboard

Top Hashtags o Trending Hashtags (]
The charts and graphs here display hashtags, topics and URLS promoted by
- Russia-inked influence networks on Twiter. Content is not necessarily produced or
created by Russian government operatives, although that is sometimes the case. o | -~ ]
. Instead, the network often opportunistically amplifies content created by third parties
ot directly linked to Russia. Common themes for amplifcation include content Nl sossncrrces. |
attacking the U.S. and Europe, conspiracy theories and disinformation. Russian
influence operations also frequently promote extremism and divisive poltics in = | tssyvoason. || | R
Western countries. Just because the Russia-aligned network monitored here tweets
| something, that doesnt mean everyone who tweets the same content is aligned weaee. | =0t |
| with Russia. For a detailed discussion of this dashboard’s methodology, click here.
* Indiana University - Bloomington o — | —
.
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Future Efforts To Counter Disinformation 1/2

* Artificial Intelligence
* |dentify and Counter
* Provide correct information to key nodes

* Education
* Disinformation, propaganda, fake news
e Cyber security, safety
* Fact check

* Lawfare
* Update FARA to include propaganda sites
* Seize unregistered propaganda domains



Future Efforts To Counter Disinformation 2/2

* Issue fact sheets whenever possible — first

* Do NOT fight with trolls — they wallow in muck and like it



